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Ransomware Attacks Are Rising, Prompting Proactive Detection 
 
By Jean S. Bozman 
 
Detecting ransomware attacks is often a delicate dance involving customers, IT organizations, 
and technical partners. It’s a never-ending, software-based effort to find attacks quickly – with 
the goal of reducing the time between the attack itself and the response to limit the damage.  
 
But the stakes are rising, because ransomware attacks accelerated again in 2021 – prompting 
customers to launch more detection and recovery programs – and to take action quickly. That’s 
why early detection, based on identification of unusual patterns or anomalies in the data, is so 
critical in finding ransomware attacks – addressing them – and recovering from the attack as 
quickly as possible. Otherwise, data can be lost and/or stolen, and a business’ reputation and 
brand can be greatly damaged. 
 
The increase in ransomware attacks in 2021 were possibly boosted by pandemic-related New 
Normal business conditions. IDC reported last year that more than one-third of the customers it 
surveyed in July, 2021, had experienced a ransomware attack. Verizon’s survey of its customers 
showed that the rate of ransomware attacks grew 13% year-over-year, from 2020 to 2021.  
 
Historically, organizations that have been hit with ransomware attacks – and reported it 
publicly – included the City of Baltimore (2019); Colonial Pipeline (2021) and JBS, the 
meatpacking company (2021). In 2022, the healthcare and financial services sectors are top 
targets for ransomware attacks, in addition to manufacturing, retail, and government. 
Organizations that paid the ransomware – often in the millions of dollars – didn’t get all their 
data back; some had to pay for additional decryption keys, and many attacks were never 
reported publicly, due to concerns that a damaged corporate reputation could reduce revenue.  
 
 
What Can Be Done 
 
The learning curve for ransomware attacks is steep. As stated above, paying ransomware to 
attackers will not guarantee data recovery; in many cases, the ransomware attackers provide 
some decryption keys, recovering part of the data – and demand additional money to decrypt 
other data resources. In other cases, data has not been recoverable. As was said in the 1980s 
movie WarGames, when facing unpredictable adversaries, the only way to win is not to play.  
 
Worse yet, the attackers’ tactics, techniques and procedures are changing, over time. That 
means that customers must be prepared to adopt a range of protection strategies – and to 
evolve their data-protection and data-management plans. Data resources should be scanned 

http://www.rfgonline.com/
mailto:inquiry
https://www.idc.com/getdoc.jsp?containerId=prUS48159121
https://www.verizon.com/business/resources/reports/dbir/?


    Jun 24, 2022 

 

Copyright © 2004-2022 Robert Frances Group, all rights reserved  
46 Kent Hills Lane, Wilton, CT. 06897; (203) 429 8951; 

 http://www.rfgonline.com/;   Contact: inquiry@rfgonline.com 

 

for possible anomalies, and customers should be prepared to proactively search for them, using 
discovery software and AI tools to look for unusual patterns in the data.  
 
 
Organizational Strategies Are Changing 
 
Here are some approaches to combat ransomware damage. The details of each firm’s strategy 
are changing – as they should – to combat a changing threat environment. Without updated 
approaches, policies and protections, organizations  will be more vulnerable to disruption from 
ransomware attacks. 
 

• The best defense against ransomware is a good offense. Companies should adopt 
strategies to protect critical data. Data should be copied, isolated, and stored in a safe 
location long before the original source of that data is attacked. Today that is a major 
challenge for many enterprises because the duration of the average breach is currently 
280 days. Faster detection of breaches – and faster remediation – will be needed so that 
more current copies can be restored. Copied data will take the place of data resources 
that have been attacked, restoring normal operations. 
 

• Monitoring networks, leveraging AI tools that detect anomalies. IT organizations must 
review their current portfolio of data-monitoring and data-protection software to 
determine where additional software and services should be applied. Partnering with 
firms that specialize in data security will speed this process, allowing businesses to 
defend themselves better – and sooner – than before. Broadening the dialog with 
business executives about technical steps will make these solutions more effective. 
 

• Thinking differently about how you are protecting data. Business executives and 
business-unit managers are connecting with CIOs about how to reduce ransomware 
threats – how to avoid lasting damage to the enterprise. Business and IT can no longer 
afford to deal with ransomware issues separately. Ransomware is top-of-mind for 
business leaders and IT leaders – and now is the time for both types of leadership roles 
to commit to working closely together to protect data assets and business continuity. 
 

• Shop around for options. The range of ransomware-detection products and services is 
becoming broader. But analyzing network traffic, data anomalies and corporate security 
algorithms takes planning, money, and time –investments that may not have been in 
place before the pandemic. Options for detecting ransomware attacks are increasing. 
Software providers and storage vendors are introducing solutions for isolating, air-
gapping customers’ data resources in separate storage devices, protecting business-
critical corporate data for later recovery.  
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• Table-top exercises to improve the speed of response to future attacks. These 
exercises, which may create a virtual “war-room,” may result in faster responses to 
future ransomware attacks. Practicing responses to a hypothetical ransomware attack 
will likely speed recovery when an actual attack occurs. These preparation practices will 
add to a company’s ransomware protection program – and increase the funding needed 
to protect the entire corporation from future damage to revenue and reputation. 

 

• Don’t go it alone. To get more help as ransomware strategies evolve, many customers 
are leveraging outside resources. This includes working with networking providers, 
software providers and storage companies, consulting partners and services partners 
that specialize in ransomware protection. Government agencies can be helpful; in one 
2021 incident, the FBI helped recover some of the ransomware fees paid to an attacker. 

 
 
Analyst Summary 
 
The ransomware threat landscape is not static; rather, it is constantly changing and shifting. 
That’s why customers, vendors and service providers must keep studying recent ransomware 
attacks to understand changes in the way they take place. The longer that new attacks remain 
undiscovered, the more damage will be done to the organization’s data resources. Discovery 
and correction time needs to be reduced to days or weeks, at a maximum. Otherwise, the 
scope of the damage to the data itself – and to business operations – will spiral ever-higher. 
 
Awareness of the evolving ransomware threats should result in more timely defenses for 
customer data. The ransomware attack may manifest in many ways – and preventing and 
finding the problem is an “all-hands-on-deck” exercise. This should be accompanied by in-house 
training for business-unit managers and IT staffers, with an eye to reducing the damage that 
could be inflicted on a company, agency or organization that experiences a ransomware attack.  
 
In our New Normal world, data resources are located on-premises and off-premises; there is no 
network “perimeter” to defend anymore. Customers’ cloud migrations, open-source and dark 
Web resources for attackers, and a rapidly growing data landscape – all will magnify the 
challenge of protecting the business from ransomware attacks. However, careful preparation 
by IT leaders and business leaders – combined with isolating and protecting alternate sources 
of data-sets will go a long way toward speeding data recovery from attacks, keeping downtime 
to a minimum when an actual ransomware attack occurs. 
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