
    Jun 20, 2022 

 

Copyright © 2004-2022 Robert Frances Group, all rights reserved  
46 Kent Hills Lane, Wilton, CT. 06897; (203) 429 8951; 

 http://www.rfgonline.com/;   Contact: inquiry@rfgonline.com 

 

IBM Cybersecurity Software Protects Healthcare Data from Ransomware 
Attacks 
 
By Jean S. Bozman 
 
Cybersecurity, to protect against ransomware and cyberattacks, is very much on the minds of 
CXOs and business executives. It is a top priority – and a major cause of worry – for businesses 
around the world, given that attacks designed to slow or stop business workflows can go 
undetected for weeks or months. Without detection, the damage to data continues to grow, 
with ransom demands as high as the millions of dollars ($USD). 
 
Protecting and defending data across an organization – large or small – is a daunting task. Top 
challenges include the sheer volume of data to be protected, and the need for efficient 
monitoring, accurate detection, and rapid recovery from a cyberattack. IDC reported last year 
that more than one-third of survey respondents in an August, 2021, IDC worldwide study had 
experienced a ransomware attack or breach that blocked access to systems or business data. 
 
 
IBM Spectrum Sentinel Announcement 
 
Health-care organizations must prevent attacks against patient data records. Because 
healthcare data is a top target of cyberattacks, patient data records must be continually 
protected – and then archived in isolated storage resources for many years. Cybersecurity 
software must ensure that customers’ PII (personally identifiable) data is protected and stored 
throughout the healthcare process.  
 
Ransomware is a type of attack that is designed to prevent access to vital data records, and to 
prevent renewed access unless, and until, ransom is paid to the attackers. Electronic healthcare 
records (EHR) data is protected through limited end-user access, and isolation of data 
“snapshots” to prevent tampering, corruption, or removal. All of these actions must be 
coordinated across the enterprise to provide optimal data protection. 
 
To address these issues, IBM announced new Spectrum Sentinel software, which detects 
ransomware and cyberattacks – and addresses any damage to customers’ applications and data 
that may have been caused by those attacks. Announced on June 14, 2022, IBM Spectrum 
Sentinel is a new cyber-resiliency solution that builds on IBM’s CyberVault framework by 
enhancing customers’ ransomware detection, supporting air-gapping for data isolation, and 
supporting rapid recovery from such attacks if they occur.  
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Spectrum Sentinel looks for data anomalies, signaling that a ransomware attack has occurred,  
creating and managing copies of customers’ data for a rapid return to normal data operations. 
The new cyber-resiliency software fits into the overall IBM Cyber Vault framework from IBM 
Storage, which includes IBM Cyber Vault data isolation; IBM Spectrum Protect for data 
protection; IBM Safeguarded Copy for logical air-gapping to isolate data records; IBM QRadar  
for data discovery and data identification; and the IBM Guardium data protection solution. 
 
Specifically, IBM Spectrum Sentinel includes IBM Spectrum Copy Data Management software 
that creates, manages and recovers application consistent snapshots, and software that scans 
for anomalies. This software will run with IBM FlashSystem storage systems, and with IBM SAN 
Volume Controllers. Spectrum Sentinel supports data snapshots that preserve good, known, 
immutable copies of customer data-sets, isolating them for fast data-recovery in case a future 
cyberattack occurs. To support fast and safe recovery, Spectrum Sentinel leverages Spectrum 
Copy Data Management software to capture, manage application consistent Safeguarded Copy 
(immutable snapshots) and to handle recovery orchestration with known, good scanned copies. 
 
The first release of IBM Spectrum Sentinel, available in June, supports EPIC electronic 
healthcare record (EHR) applications. It provides real-time data monitoring of EPIC data 
records, and support for InterSystems Caché and IRIS databases used with many EPIC systems. 
EPIC is one of the most widely used online healthcare applications worldwide. EPIC application 
software competes with EHR systems from Cerner and MediTech as the largest EHR providers. 
Support for other enterprise applications and databases, in the U.S. and worldwide, is planned 
for future IBM Spectrum Sentinel releases. 
 

A wide range of enterprises, including companies and organizations in financial services, 

healthcare, manufacturing, retail, and other market segments, are worried about the financial 

and operational impact of ransomware on their businesses. Governmental agencies worldwide 

are also affected by ransomware attacks that could go undiscovered for months before 

becoming apparent. This situation presents a broad target for cyber-attackers, generating 

demand for data-isolation and data-protection software on a global scale. In our view, this 

creates a major opportunity in the marketplace to secure and protect business-critical data and 

PII data across industry segments and geographic regions worldwide. 
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