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Summary Insights: Confidential Computing and Protecting Data in Use  
 
RFG Perspective: Unprotected sensitive data exposes an enterprise to fraud, identity theft and 

the theft of personal and confidential information. These data breaches can prove to be quite 

expensive for organizations – both in terms of financial impacts and reputational risk. Executives 

should be striving to reduce their risks from external and internal bad actors. It is for that reason 

that executives should examine the recent development known as Confidential Computing.     

 
Encryption is an essential element for protecting sensitive enterprise data from unauthorized parties. 

While most encryption strategies and toolsets protect data in transit and at rest, applications and data 

being executed in a processor are almost always unencrypted.  

 

Information is generally manipulated in its unencrypted form due to the lack of pervasive technologies 

capable of processing encrypted data and the incorrect perception that securing data at rest and in flight 

provides sufficient protection. Processing unencrypted data creates a security exposure capable of 

exploit regardless of whether systems are in the data center or a cloud, and that potentiality for damage 

increases when containers, cloud, virtualization, and multi-tenancy scenarios are employed. 

 

Confidential Computing aims to protect data-in-use by ensuring that data is securely processed using 

either Homomorphic Encryption (HE) or Trusted Execution Environments. These are two different 

technical approaches to protecting data during processing: Homomorphic Encryption allows for data to 

stay encrypted during processing, while Trusted Execution Environments provide for a secure memory 

partition that is virtually inaccessible outside of a computational process.  

 

Both technologies are emerging, and they are not in widespread use yet. However, customers should 

endeavor to understand them – and to prepare for their use in Confidential Computing. In the future, as 

Confidential Computing technologies become more readily available, they will substantially increase 

technical assurance that only authorized visibility and access will be provided to data-in-use. Other 

technologies are used to protect data-at-rest and data-in-flight scenarios. 

 

Key Considerations for Confidential Computing 
 

On Oct. 27, 2021, the Robert Francis Group held an online videoconference on the topic of 

“Confidential Computing and Protecting Data-in-Use.” This timely discussion prompted the 

following questions for discussion during the conference: 
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• What are the requirements to protect data-in-use? What are the scenarios in which 

unencrypted data-in-use could be exploited? 

• What is Confidential Computing and how does it work? What is an encrypted enclave? Does it 

have an impact on latency? 

• Is the data in memory fully protected – even while it is being accessed and actively processed? 

• What are the business use cases for Confidential Computing? 

• Does Confidential Computing enable user privacy all the way from the Core data center to the 

Cloud, to the Edge and to mobile devices? 

• How does federated learning work? How can separate organizations share data while ensuring 

that any visibility into their protected, encrypted data will be restricted to users inside their own 

organization? 

 

PANEL: 
 
Panelists shared extensive experience in working with security – and understanding the need 
for confidential computing. The panel for the Oct. 27, 2021, discussion included: 
 

• Jesse Shrater of Intel, Global Director of Security, Intel Enterprise and Industry Solutions, 
Global Director of Security, Intel Enterprise & Industry Solutions 

• Mark Knight, Director of Architecture Product Management at Arm 

• Stefan Liesche of IBM, IBM Distinguished Engineer, Cloud Hyper Protect Services, IBM 
Research and Development 

 
 
Poll: 

• Overall, the poll found that most respondents have not tested Confidential Computing. 
 

• Only 10% of the poll respondents declared they had done a homomorphic encryption 
(HE) proof-of-concept (POC) and found it to be successful. For those respondents who 
had tested HE technology, 20% found that HE did not yield the desired results.  

 

• For respondents who had tested Confidential Computing with trusted enclaves, 30% 
said they were satisfied with the results, while 10% said they were not satisfied with the 
outcomes.  
 

• 40% of poll respondents said that business executives in their organization were using 
confidential computing as part of their public cloud strategy. While 20% of the 
respondents said that the business executives were aware of Confidential Computing 
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initiatives in their organization, the executives had chosen not to use it due to viability 
or cost concerns, respondents said.  
 

• Fully 40% of the poll respondents stated their business executives were not aware of 
confidential computing.  

 

Discussion Highlights 
 

Prompted by the increasing incidence of cyberattacks and ransomware, both IT executives and 

business executives understand that “doing nothing” is not an option. The good news here is 

that there is a growing list of technologies and best practices that can help customers adopt 

Confidential Computing – either working on their own, or in partnership with vendors and 

services providers. In addition, many customers are turning to AI and machine learning (ML) to 

discover security problems within hybrid cloud environments spanning on-prem and off-prem 

locations. They believe that automation allows these problems to be found sooner – and 

addressed faster – than would be the case with manual-only data oversight. 

 

However, the technologies supporting confidential computing are still emerging – and there is 

no single answer for achieving protection for data-in-use. Trusted environments are those that 

allow workloads to run in isolation – and data to run inside security “enclaves” that protect 

data-in-use. Those steps help to keep Confidential Computing inside the guardrails that protect 

applications and data when they are being transacted – and when data is being updated inside 

protected segments of the overall computing environment. Often, hardware-enforced isolation 

of devices, processors, or memory resources is an element of the data protection. 

 

That is true whether the data is being processed on-premises in the data center – or in the 

Cloud. For the cloud, data-in-use protection depends on the infrastructure of the cloud service 

provider (CSP) or the customer’s co-location (colo) provider. That’s why some customers are 

asking their CSPs to prove they are adopting standards for data protection, and that they are 

using some degree of AI and ML to spot patterns of data-corruption before it does major harm. 

 

Still in the Adoption Phase 
 
Clearly, awareness about confidential computing is climbing in the IT and business communities. 

An informal poll of attendees found that many were favorable to the use of confidential 

computing. However, they would like to have more information about the technology itself -- 

and the cost of implementing confidential computing.  
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One theme of this discussion was: “Security is only as good as the layer below it.” The layers of 

technology “insulate” the applications and data from being corrupted by malware, cyberattacks, 

ransomware and other forms of harm. So, for some applications, it’s the operating system and 

the hypervisor supporting those applications that are most at risk for tampering. For other 

applications, it’s the underlying hardware that could compromise data, especially for data-in-use, 

as it is being processed within the CPU or in the memory attached to that CPU. 

 
The RFG100 panel discussed the following points with the attendees, as informed by their IT 

and business experience regarding protecting data-in-use within their organizations:  

 

• Taking inventory of current data-protection implementations – across the board -- 

including protections for data-at-rest, data-in-flight, and data-in-use. 

 

• For data-in-use, secure enclaves are protected regions of memory that are housed 
inside enterprise servers. Decryption occurs inside the protected region’s hardware 
platforms, so that the code and the data emerge encrypted after processing within 
the secure enclaves. 

 

• Understanding the usage of trusted enclaves for security keys – and how they are 
protected from outsiders. The best way to ensure Confidential Computing is to make 
sure that the customers always have total control over the security keys – which 
means that vendors and cloud providers never have direct control of those keys. 

 

• It’s important to learn about cloud service provider (CSP) best practices that can be 

used to protect data-in-use in the Cloud. CSPs have technology that encrypts and de-

encrypts customer data – but customers need to understand that security 

technologies can be – and often are – CSP-specific. Multi-cloud deployments require 

consistent security policies that span the customer’s Data Center (a.k.a. the Core), 

the Cloud and the Edge – protecting data wherever it is processed and stored. 

 

• The role of “attestation” and “trust” to achieve Confidential Computing. Attestation 

(and remote attestation), enforced by software, allows an application to 

authenticate itself for verification purposes before becoming part of a trusted 

security environment. 
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• The role of hardware when it comes to securing memory partitioning for 

Confidential Computing. There are many ways to instantiate memory isolation as 

part of a Confidential Computing initiative. 

 

• Understanding the task of co-management of data associated with virtual machines 

(VMs) and the data associated with software containers. Both technologies can 

support application isolations and data protection; it is up to the organization to 

decide how best to implement Confidential Computing. 

 

• Learning whether a company’s VM hypervisors can be compromised – and 

discovering how that interference with the VM hypervisor can be prevented. Better 

knowledge of the VMs themselves – and how they are deployed – is essential to any 

Confidential Computing environment based on virtualized infrastructure. 

 

• The role of data placement and data localization (data gravity) in ensuring the 

quality and efficiency of Confidential Computing. This requires discovery of data 

resources, and inspection of data protection capabilities for those resources. 

 

• How to establish a Zero Trust security environment, including: 

o How to leverage “trusted” vertical stacks of software in that scenario.  

o How to use “enclaves,” including what they are and where they can be 

found. Multiple vendors now support Confidential Computing and enclaves. 

o Securing distributed (multi-site) processing, across the enterprise, with end-

to-end security software. 

 

ANALYSIS 
 

Confidential Computing puts control back in the hands of the data owner. Further, the 

technology supporting Confidential Computing ensures that the data is secured – and that it 

cannot be accessed without the express permission of the data owner.  

 

Confidential computing leverages a combination of hardware, firmware, and software to 

provide the trusted enclave where data can be safely changed and updated. A trusted enclave 

is a specialized hardware and software environment that isolates the application code and data, 

preventing anyone without credentials from accessing the data.  
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Secure enclaves enable the protection of storage and network data, providing protection of the 

full software stack, processors, firmware, VM hypervisors and operating systems – all of which 

can be the places where business applications and company data are harmed or corrupted.  

 

Current use-cases for IT organizations include bank fraud, insurance fraud, money laundering, 

cryptography applied to data protection, key management, mobile and IoT applications (like 

cars), analysis of log and audit data, protection of source applications. 

 

Tips and Techniques that Support Confidential Computing 

 

In Confidential Computing, the only way to access the data is with security keys – and those 

keys are “off-limits” to the system administrator and to anyone other than the data owners 

themselves. This aspect of Confidential Computing is attractive to companies like banks and 

financial institutions that want to limit access to anyone but the end-customer. This approach 

reduces the security perimeter that must be defended, and it also supports access to named 

individuals in the organization or enterprise who “own” the applications and the data. 

 

Overall, the ability to “own” protected data – and to defend against any access by “all others” is 

fundamental to the adoption of Confidential Computing. There are many options that can be 

used to achieve Confidential Computing across an organization, so time spent studying those 

options will be well-spent. 

 

Companies may turn to cloud service providers (CSPs) to provide secure enclaves – especially in 

a hybrid cloud or multi-cloud deployment that taps data resources across many sites. However, 

we have an important caution here: While many CSPs make Confidential Computing available, 

these solutions are not all compatible with one another. In particular,  AWS Nitro enclaves have 

a different implementation than others and cannot be interconnected easily. Customers should 

be advised to study the cloud-specific security features for the CSP services they are using. 

 
 
Summary and Key Takeaways  
 
Confidential Computing is becoming increasingly important in a multi-cloud world. IT 

organizations are beginning to adopt it, but slowly. Mostly, it is being applied where it is needed 

most – to prevent cyberattacks and ransomware attacks.  
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Banks and financial institutions have started to test Confidential Computing in earnest, but 

adoption of this technology is still in its early stages. Organizations should become more 

familiar with the benefits and challenges of Confidential Computing before adopting it.  

 

To understand Confidential Computing, organizations – especially those in regulated businesses 

(e.g., banking/finance, healthcare, and telecoms companies) – should consider scheduling 

proofs of concept (POC) projects, and then testing them, in anticipation of wider adoption for 

Confidential Computing in 2022. 

 
 
RFG POV:  In 2020, ransomware accounted for 30 percent of all reported U.S.-based 

cyberattacks, which is 30 percent more than in 2019 – and three times the ransomware incidents 

that were recorded in 2018.  

 

We expect that the rate of ransomware attacks will continue to grow in 2022, as more and more 

firms are making the demanded payments as a form of extortion for payment. However, paying 

off the attacker does not guarantee that they will get the decryption key and that it will work, or 

that they might access “back doors” that may have been left behind.  

 

If enterprise executives want to protect their organizations from external attacks – and especially 

ransomware demands – then all sensitive data needs to be encrypted for data-at-rest and data-

in-transit scenarios. For data-in-use considerations, Confidential Computing should be employed 

wherever it is possible to do so.  

 
Additional relevant research and consulting services are available. Interested readers should 
contact Client Services to arrange further discussion or interview with Cal Braunstein, CEO and 
Executive Director of Research.  Jean S. Bozman, president of Cloud Architects llc, co-authored this 
report.  
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