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Summary Insights: Governance Architecture in an Agile Context 
 
RFG Perspective: An Agile governance architecture should ensure the alignment of 
projects within the scope of an organization’s overall governance goals. Moreover, this 
governance architecture must also support the enterprise’s entire enterprise architecture. 
Said architecture should provide a set of collaborative practices designed to oversee the 
entirety of operations and systems today. It must be capable of evolving over time to keep 
abreast with the ongoing business, governmental, and technical changes. Business and 
IT executives should be demanding agile governance frameworks that encompass 
enterprisewide guidance, oversight, monitoring, and enforcement of the full portfolio of 
Agile projects. 

 
As enterprises transition to Agile development, the question arises:  How to ensure 
that a well-defined governance architecture gets inserted early into the process – 
without becoming an add-on.  A large-scale DevSecOps transformation requires a 
stable governance decision framework and clear directions, not only for new cloud-
native applications, but also for longstanding transactional workloads. That is 
because the overall enterprise framework must also incorporate the governance of 
existing cloud and legacy environments.  
 
RFG 100 Panelists and Insights from Participating RFG 100 Executives 
 
On Feb. 24, 2021, RFG facilitated an RFG 100 video conference entitled “Governance 
Architecture in an Agile Context.”  
The panelists on the call were: 

• Chris Doris, VP Cloud Governance, Morgan Stanley 
• Brook Schoenfield, Master Security Architect, IOActive 
• J. Ram, founder and VP, Concourse Labs 
• Warren Gedge, CTO, ScriptString 

 
These RFG 100 executives and panelists discussed the challenges of addressing 
governance in an agile development world.  
 

RFG Analysis 
 
POLL RESULTS 
 
RFG 100 executives were polled about the role governance plays in the software 
development life cycle. We found the following results: 
 

• 75% of the respondents said they are involved in the project planning phase 
• 44% of respondents said they play a role in the project funding effort. 
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• 50% of the respondents work on business requirements and on 
production/post-production phases, while 69% of respondents said they are 
involved in architectural and design efforts.  

• Respondents’ involvement in the other SDLC phases was 44% for 
development, 19% for test, 6% for QA, and 19% for pre-production.   

• 56% of respondents stated their governance organization ensured the SDLC 
is in compliance with their corporate and governmental agency policies. 
Another 31% said that they ensured it for the development cycle only.   

• 69% of respondents claimed that if a significant violation were flagged, it was 
fixed prior to production, while another 13% stated that all of the flagged 
violations were fixed prior to production. 

 
 
Analysis of the Discussion  
 
The overall consensus from within and beyond the RFG 100 Membership 
community is that incorporating governance into the agile development process is 
transformative. Many found that the process itself changes the roles that 
participants have in governance operations. That results in governance policies and 
requirements being folded into the code base – rather than being an add-on or a 
production-only monitoring activity. A logical next step., some said, was using 
infrastructure-as-code (IaC) to quickly implement some of the operational changes. 
 
Moving Governance into the 21st Century 
 
When it comes to application development projects, for the most part Governance 
groups are still using Excel spreadsheets and doing code reviews, many of which are 
just checkbox exercises. Governance needs to leap into the 21st century and actively 
become part of the overall agile development efforts. This paradigm shift challenges 
an organization’s corporate culture, and its in-house IT skills, as well as process and 
technology issues. 
 
Governance teams need to change their approach from being nay-sayers and 
checkbox bureaucrats to become active partners in the agile process.  
 
Here’s how: They need to participate in the initial planning stages, including funding 
(because there is a cost to incorporating all the governance requirements). A part of 
the funding should be for the Governance team to build an overarching operational 
strategy and then an implementation roadmap to achieving that strategy. This 
evolving architectural governance model for agile development moves the process 
away from the old-style box-checking reviews to an overall upfront design with an 
initial minimum viable architecture (MVA) to review. 
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Because there are governance standards that may apply regionally, by line of 
business, or corporatewide, Governance teams need to start by putting in place 
strong architectural foundations. This starts with architecture principles, roadmaps 
and strategies that inform the principals, stakeholders, and DevSecOps teams about 
corporate expectations and requirements. These principles are laid out as early as 
possible in order to achieve executive buy-in, along with a renewed understanding 
and acceptance of the DevSecOps team and their ability to enforce the policies.  
 
One artifact that is particularly helpful is architecture decision records. The 
establishment of Governance decisions in an architecture decision record, or any 
incremental ledger, will provide a history as to why a decision was made, the 
alternatives considered, and the consequences. This provides transparency between 
the architecture functions and the control functions and aids the DevSecOps team in 
their efforts to incorporate compliance into their code. Having those decision 
records documented enables early alignment, as well as facilitates review 
acceleration and shows a clear path for escalations.  
 
To achieve this, Governance teams need to become more disciplined in modeling. 
They need to be able to describe architectures more programmatically so that the 
DevSecOps teams know what governance decisions they need to include in their 
code. Moreover, DevSecOps teams need to be the ability to have more defined 
triggers for material change and more transparency between the architectural 
functions and the control functions. This cannot happen in a bubble. Teams must 
work together in a positive vein and data must be shared. 
 
 
We Don’t Need No Stinking (Governance) Architects  
 
One of the initial basic tenets of DevOps and DevSecOps is that the developers are in 
control, with input from Operations and other departments. For Governance to be 
an enabler and not a nay-sayer requires that Governance staff must be aligned with 
optimizing the developer experience and treating the effort as a shared 
responsibility. That means that Governance needs to provide guardrails, patterns, 
and/or blueprints upfront so that developers can start with these inputs – rather 
than having to incorporate them after code is written. 
 
Developers are not looking for governance architects. They just want to understand 
the guardrails and they want to follow the path – provided that compliance is made 
easy. However, creating digital documents for developers to reference will not 
suffice. Governance has to create a relationship with, and provide training to, the 
DevOps teams so that the inputs are actually integrated into the initial work effort.  
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This requires Governance groups create an architecture that has all the policies 
included, with explanations and roadmaps so that developers understand what they 
need to do – and when to do it. It is an iterative process. In the DevSecOps agile 
world, everything is connected and there is no beginning or ending to coding. It is a 
series of infinite loops into which governance concepts must be prioritized and 
applied when and where they are appropriate. 
 
 
Changing the SDLC Process 
 
It would be great if DevSecOps teams think Governance is fun to address and not a 
chore. That way it becomes built into the Software Development Lifecycle (SDLC) 
DNA – and not an add-on that negatively impacts the project.  
 
When “shifting left”, an initial key struggle is convincing people that we can define 
governance as code and automate it. The “spreadsheet carriers” and others attached 
to their manual documents will need to be convinced that system-generated 
evidence is just as good as manual documentation. People will have to be satisfied 
that the system can create equivalent controls as in the traditional data center.  
 
For example, when PCI (payment card industry) information became a factor, the 
guidance was that you must pen test every year – but they didn't bother to define 
what penetration tests meant. Some people were actually having 10 testers come 
and do the work and provide documented evidence of the results. Other people 
were using a standard vulnerability scanner and claiming that was sufficient, while 
others still were using a more rigorous scanning tool with automation and built-in 
reporting. All were good options, and the right answer is to focus on the process—
not the technology.  
 
And the process is hard. Enterprises will need to determine what their process will 
be for managing the technology that is being deployed, especially for cloud and 
hybrid cloud environments, where ever-changing technologies are being utilized 
and there are no standard patterns. The questions are: How are you going to 
manage it? How are you going to document it? How you're going to evidence it? How 
do you prove it and make it part of the automation?  
 
Most teams do not know what they need to do beforehand. This requires education 
before one’s agile processes hit the wall of compliance. Higher order governance 
structures must be translated down to directives that can be implemented in the 
code, so that the scanning of code can be done automatically and more rapidly. At 
the end of the day, auditors will want a strong observability component to make 
them comfortable when they sign off on the controls.   
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Policy as Code/ Never Trust but Verify 
 
Digital Governance was defined as a six-step process. Through this process, policy 
becomes code and enterprises no longer need to trust code, they can verify 
compliance. 
 
The six steps to the process are:  

1. Assess current state of the enterprise’s risk and risk posture.  
2. Create, test and manage unambiguous policies that enable evaluation of code 

compliance that is monitorable, provable and repeatable. 
3. Establish a preventative first line of defense in the agile development process 

– i.e., non-compliant code is prevented from going into production. 
4. Continuously monitor code usage at runtime. 
5. Use predictive analytics and AI to identify anomalous behavior and recommend 

policies and controls. 

6. Evaluate and protect the ecosystem by extending the monitoring to third-
party code from the supply chain or git libraries.  

   
Because the DevSecOps methodology results in rapid changes, Governance needs to 
keep up with the speed of the cloud and continuous deployment. Moreover, 
enterprises must remember that they are accountable and responsible for their own 
code – and for outside code that is deployed in their environments. Thus, the 
organization’s roles, rules and governance posture must be applied to third-party 
code, as noted in step 6 of the list, above.  
 
The bottom line is that enterprises must think about policy life cycle as an 
architectural step in the SDLC process. 
 
 
Single Source of Truth 
 
Once again the issue of having a single source of the truth arises.  
 
The challenge for any large organization is that a government agency’s statement of 
compliance may not be interpreted the same based on the perspective of a line of 
business. Thus, Governance needs to solve this problem holistically from a single 
agreed-upon source of the truth. If this fails to occur, the firm could be sued or could 
see substantial fines for non-compliance or compliance inconsistencies.   
 
In the RFG 100 discussion, it was suggested that the control mechanisms produce 
their own evidence, and that Audit could get all it needs right out of the log 
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management analytics system. However, it was not recommended that auditors 
have direct access to all the data.  
 
Instead, it was suggested that IT should create a dashboard and reporting capability 
that Audit can use to obtain their evidence. This approach keeps the full datasets 
safe from the auditors. 
 
 

SUMMARY 
 
Governance and compliance is a multi-team sport. Interestingly, many think that 
governance is all about security, but that is not the case. It goes far beyond security. 
It is far more complicated than that, because various government agencies have 
divergent views on compliance – and that can make policy as code very convoluted.  
Organizations must move beyond a “check-box” approach – Governance teams must 
become active partners in the agile development process, ensuring the corporate 
and regulatory agencies’ requirements are built into the code from the start.  
 
 
RFG POV: Governance compliance is not a sometime thing. It is binary: an enterprise is 
either found to be compliant or it is not. Compliance greatly reduces an enterprise’s brand, 
financial, legal, and operational risks. Furthermore, from a government’s point of view 
there are no grey areas when it comes to compliance. Governments evaluate a company 
as an entity.  – not as an assemblage of individual business units in which some lines of 
business are compliant and others are not compliant.  
 
The world of agile development, DevSecOps and clouds has created new, constantly 
changing risk exposures for enterprises in the New Normal environment. Therefore, 
compliance staff must be proactive to ensure that the entire SDLC process aligns with 
agreed-upon corporate policies for governance. Furthermore, IT executives and the 
compliance staff need to ensure the enterprise is in full compliance with existing 
governance policies -- and has the evidence to prove it. 

 
Additional relevant research and consulting services are available. Interested readers 
should contact Client Services to arrange further discussion or interview with Mr. Cal 
Braunstein, CEO and Executive Director of Research. Jean S. Bozman, President of Cloud 
Architects Advisors LLC, co-authored this report. 
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