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Summary Insights: AIOps – Driving MTTR to Zero 
 
RFG Perspective: AIOps can provide a cost-effective way of improving mean time to 
recovery (MTTR). But that may be the wrong question to ask. Instead of using AIOps to 
be reactive, AIOps should be applied proactively to self-monitor and self-heal applications 
or operational environments before an outage even occurs. That is, when embedded 
inside the Infrastructure as Code (IaC) application-wrapper, AIOps can be used to identify 
and fix problems before an outage occurs. Business and IT executives will need to drive 
this cultural and mindset transformation by communicating with Development and 
DevSecOps teams – and doing so while the processes are in flux and people are open to 
change.  

 
INTRODUCTION 
 
Executives are accustomed to using their budgets to drive down costs through a 
number of “do more with less” directives. That approach has been used for many 
years. Now, given the capabilities of AI, IT executives and their teams are turning to 
AIOps to help cut costs and reduce downtime. When AIOps has been implemented, it 
has provided savings and increased uptimes – but clearly, even more can be done 
with AIOps to achieve the best results.  
 
The RFG panel focused on ways to achieve improved AIOps results by using the 
technology differently. The key difference is turning a reactive policy into a pro-
active policy. Why? Most enterprise executives have thought of AIOps opportunities 
as ones that are reactive – such as taking corrective actions after the fact. While that 
is a good start, executives are missing the opportunity to be proactive: to identify 
and fix problems before users within the organization are aware of the issue.   
 
RFG 100 Panelists and Insights from Participating RFG 100 Executives 
 
On Feb. 10, 2021, RFG facilitated an RFG 100 video conference entitled “AIOps – 
Driving MTTR to Zero.”  
The panelists on the call were: 

• Stan Lowe, Global CISO, zScaler 
• Chett Rubenstein, CEO, Aktiver 
• Dror Mann, VP, ServiceNow 

 
These RFG 100 executives and panelists discussed the current state of AIOps, what 
works well -- and what needs consideration and modification to produce better 
results when applied in the field.  
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RFG Analysis 
 
POLL RESULTS 
 
RFG 100 executives were polled about AIOps usage, expectations and experiences. 
We found the following results: 
 

• 40% of the respondents expected to improve MTTR by 10-25%. An 
additional 20% expecting to see results greater than >25%, but reported 
seeing little change in MTTR results when AIOps was applied. 

• 60% of respondents expected to see resource reductions of 10-25%. Another 
10% of respondents expected to see resource savings greater than 25%. 
However, 20% of respondents saw resource reductions > 25%, while the 
majority of respondents found little resource savings. 

• Respondents reported the following AIOps usage, by percent of total:  
o Anomaly and threat detection (50% of respondents)  
o Event correlation (60% of respondents)  
o Incident remediation (20% of respondents), service interruption 

avoidance (20% of respondents), and capacity optimization (20% of 
respondents)  

 

 
Analysis of the IT Discussion About AIOps  
 
Findings from within and beyond the RFG 100 Membership community 
demonstrate that the majority of configurations consist of non-standardized 
architectures dictating highly unique recovery requirements to support mission-
critical and business-critical services.  
 
It’s possible to achieve additional benefits by thinking about implementing AIOps to 
decompose silo boundaries, correlate seemingly separate events, and provide 
management across clouds and legacy environments.  
 
In these scenarios, AIOps tools provide management and enforcement within and 
across clouds and legacy environments. They do so by examining cross-boundary 
elements such as alerts, logging data, ticketing data, and unstructured data. In 
addition, AIOps offers demonstrable efficiency and cost improvements to the entire 
DevSecOps pipeline. 
 
Thus, there is a huge potential for AIOps to reduce the mean time to recovery 
(MTTR), but it’s clear that there are challenges.  One of the biggest inhibitors to 
invoking successful AIOps solutions is the lack of knowledge about what actually 
exists within one’s enterprise environment. Thus, the starting point for AIOps 
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implementations is having a baseline of the organization’s code base, infrastructure, 
network, or security organization – and how those work together on a daily basis. 
Once that is understood, the question is where to go – and what to pursue.  
 
Prevention or Reaction 
 
While the hypothesis for the video conference focused on reacting to failures and 
fixing them, one of the panelists suggested that this was the wrong approach. 
Instead, this panelist proposed that it would be better to address the availability 
problems before they occur. That is, IT should be looking to develop software – in 
the applications or the infrastructure wrapped around those applications – that self-
monitor the application’s status and then “self-heal” when errors or problems are 
detected. 
 
This concept represents a major change in mindset and culture. It redefines the 
DevSecOps process by adopting a priority for application availability into the overall 
framework. If this approach is taken, then DevSecOps teams will be elevating the 
need to automate the processes around each application in the DevSecOps pipeline, 
such that automation will eliminate all – or most – of the manual steps.  
 
The Ops members of the DevOps team need to be working in parallel with the 
application developers, so that both are synced up regarding focusing on 
operational issues. If that approach is taken, the Ops members will be developing 
infrastructure code simultaneously with the Dev team – so that will be actively 
contributing to the DevOps process, rather than passively assisting. 
 
Thus, they need ensure that appropriate detection monitoring and metrics are 
embedded into the DevSecOps deliverables via IaC, which will have the effect of 
fixing the flaws before they have a chance to bring the application down. The intent 
should be to deliver the application software and the associated IaC as one package.    
 
This approach enables one to now apply the same techniques that are used in code 
scanning for compliance and security. It is designed to address issues that may arise 
when the code goes into production rather than when the code is first being written 
within the development cycle of DevSecOps.  
 
 
AIOps Opportunities and Best Practices 
 
The most mature use of AIOps is in the area of event correlation or event 
management. In this use case, AIOps is not designed to provide an outcome. Instead, 
AIOps aggregates different data feeds, analyzes for identifiable patterns (which 
reduces the alert noise) and then provides alerts based upon user-defined rules. We 
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note here that some of the tools currently available are able to dramatically reduce 
the amount of “alert noise” – in some cases, by 90 percent or more. 
 
Anomaly detection is another area in which AIOps functionality could be 
successfully applied. Security and compliance are two areas in which anomaly 
detection plays a major role.  AIOps is also useful in identifying problems and in 
determining whether the issue should be addressed, or not. In this use case, the AI 
analysis should be focused on examining the condition from both the business and 
technology perspectives, so that the impact can be properly assessed and addressed.   
 
Here are three buckets for AIOps usage. Prior to the COVID-19 pandemic, companies 
were focused on using AI for customer facing applications. Since the beginning of 
the pandemic in March, 2020, the focus has shifted to internal applications – such as 
all internal workloads from cloud infrastructures to systems like API management, 
robotic process automation (RPA), virtual desktops (VDI), VPN infrastructure, and 
warehouse management. The example use cases are shown in the chart below.  
 

 
Source: ServiceNow, 2021 
 
 
Build a Business Case 
 
AIOps should not be viewed as yet another great technology tool that IT wants to 
play with. IT teams must make a solid business case in order for it to be viewed as 
valuable to the overall business -- and worth the effort that will be required to make 

http://www.rfgonline.com/
mailto:inquiry


    Mar. 15, 2021 

 

Copyright © 2004-2021 Robert Frances Group, all rights reserved  
46 Kent Hills Lane, Wilton, CT. 06897; (203) 429 8951; 

 http://www.rfgonline.com/;   Contact: inquiry@rfgonline.com 

 

it successful. IT must determine the proper KPIs and dollar value in terms of actual 
savings (in terms of hard dollar savings) in Year One and over a time horizon of 
three years. Without a decent return on investment (ROI), the use-case scenario 
should not be pursued. 
 
Additionally, IT executives must ensure that the business unit has access to the 
required raw data – including both the alert data and the business data. Without the 
correct data and access rights, AIOps tools may not produce optimal business 
outcomes. If this data is not readily available, then these costs must be added to the 
business case.  
 
IT executives should also be aware that there are two type of AIOps vendors – pure 
play vendors – and vendors that have added AIOps functionality to their existing 
products.  This is an important way to view AIOps tools. The vendors that have 
added AIOps tools to their existing products, as bolt-ons, may not be able to show IT 
customers that they can optimize overall results.  
 
When building the business case for AIOps, it is important to note that AI is not “all 
knowing” yet. One cannot expect that an AIOps solution will automatically solve all 
operational issues. Undeniably, this technology is getting better, and will do so year-
over-year, but it still needs human intervention in a good number of scenarios.  
 
Thus, adequate resources for issue identification and for problem analysis during 
operations need to be built into the business case for AIOps. Ideally, the AIOps 
solution will include a feedback loop, so that the operation becomes more efficient 
over time. From a business-case perspective, this means that additional resources 
are available to adjust the model as needed, but will do so on an ongoing basis, 
based on what is learned from production application use. 
 
One final thought: Robotic Process Automation (RPA) is another form of AIOps but 
is not really new – it is the latest incarnation of business process automation (BPA).  
Rather, it is BPA with more AI and ML technologies incorporated in the software.  
 
One needs to recognize that RPA basically automates an existing process by taking 
the human equation out of the process, where possible. It does not re-engineer the 
process, streamline, or even optimize it. Thus, for most organizations, RPA allows a 
company to handle a process more efficiently at lower cost. But if one has a poor 
process before using RPA, one will still have a poor process afterwards – it just is 
more automated than it was before.  
 
IT executives should recognize, therefore, that when an RPA solution has been 
selected for a given process, it is likely that the process will not be a candidate for 
process improvement in the short- or medium-term. 
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SUMMARY 
 
AIOps tools can improve the MTTR – but that is only half (or less) of the overall 
MTTR equation being deployed in production. AIOps can also be used to proactively 
self-monitor and self-heal applications. This approach to AIOps requires IT 
executives to rethink their DevSecOps development efforts, ensuring that they will 
incorporate both problem identification and correction within the application code 
itself, or ensuring that those functions are included in the IaC wrapper that 
surrounds the enterprise application being analyzed.   
 
 
RFG POV: AIOps is a valuable tool for preventing and reducing outages, but the verdict 
is out on whether AIOps will enable a firm to cut resources – money and time – associated 
with real-world application downtime. Moreover, because most enterprises have a 
multitude of non-standard or custom environments, they will see a need to invest in one 
or more pure-play AIOps vendor applications. Therefore, IT executives should plan to build 
their business case for exercising AIOps scenarios. Those plans must account for the 
resources to tailor the AIOps offering to meet their company’s specific needs and business 
objectives.  
 
Moreover, IT executives may see this as an opportunity to enact a cultural mindset 
change. Today’s application requirements do not include identification, monitoring and 
self-healing. IT executives should address the tasks of problem identification and 
correction of issues through AIOps – and get DevSecOps to “shift left” when adding a new 
generation of production applications and infrastructure. And for that to occur, IT 
executives will need to instruct and monitor Ops members of the DevSecOps team to take 
steps – including IaC options – to ensure that they are embedded in the application code 
itself.  

 
Additional relevant research and consulting services are available. Interested readers 
should contact Client Services to arrange further discussion or interview with Mr. Cal 
Braunstein, CEO and Executive Director of Research. Jean S. Bozman, President of Cloud 
Architects Advisors LLC, co-authored this report. 
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