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Summary Insights: Is DevSecOps Dead? 
 
RFG Perspective: Is DevOps or DevSecOps as we know it Dead? While the objective of 
DevSecOps is noble, challenges existing in practice have stymied the model from 
reaching its full potential due to barriers related to development and operations having 
different perspectives and objectives.  
 
Developers commonly violate the first rule of marketing by becoming infatuated with the 
“beauty” of their code and expend insufficient effort or care in ensuring that Operations 
can deliver architectures that work to holistically solve business needs or that security and 
compliance elements are sufficiently addressed.  
 
DevSecOps must evolve beyond its current incarnation to ensure business requirements 
are efficiently delivered throughout the software development life cycle (SDLC) with a 
minimum of risk. Further, the practice of DevSecOps must ensure that the needs of all 
critical constituents are being properly addressed. 
  
IT executives must adopt a new approach as an evolution of DevSecOps which has all 
parties actively involved in all phases of the process. IT executives must restructure the 
leadership position within their organization’s DevSecOps practice so that there is a 
smooth handoff as code makes its way through the development and production phases. 

 
INTRODUCTION 
 
Organizations have worked in silos for decades. DevOps was intended to be a shift in 
thinking about how to deliver functionality to end users – by getting all the players 
involved, all the way throughout the cycle. 
 
Security was always intended to be included in the DevOps approach but not 
everyone understood that. Hence, the renaming of DevOps to DevSecOps. As initially 
implemented, DevOps is not gaining sufficient traction and many organizations are 
struggling as they move the methodology forward from pilot mode to becoming a 
standard operating procedure for end-to-end code development, testing and 
deployment into production. 
 
The way most firms implemented DevOps was first to move Dev and Ops closer 
together, avoiding an over-the-wall approach to code development. At first, 
Development groups led the effort, with Operations playing a minor role. Things 
improved in the age of cloud computing, as the entire process of code development 
became more dynamic and more pervasive. 
 
Finally, with Security added into the DevSecOps mix,  IT executives realized how 
important it is to build security into the application from the very beginning of the 
process. Otherwise, customers will face a never-ending stream of patches to bring 
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the code up-to-par, following post-deployment discoveries of security flaws. The 
initial “check-box” approach to security meant that the SecOps piece was not playing 
its full role of ensuring security post-deployment – and that the organization’s 
methodology objectives were simply not being met.  
 
RFG 100 Panelists and Insights from Participating RFG 100 Executives 
 
On Jan. 27, 2021, RFG facilitated an RFG 100 video conference entitled “Is DevSecOps 
Dead?”  
The panelists on the call were: 

• Kirsten Newcomer, Director, Red Hat 
• James Grow, Director, BNS UEP 
• Adam Zimman, VP, LaunchDarkly 
• Adam Braunstein, Principal and Director, RFG  

 
These RFG 100 executives and panelists discussed the current state of DevSecOps, 
what works and what needs changing.  
 
RFG Analysis 
 
POLL RESULTS 
 
RFG 100 executives were polled about DevSecOps practices, which turned up the 
following results: 
 

• Fully 56% of respondents said their organization has a CI/CD process within 
their DevSecOps environment. Another 6% of respondents said they have 
implemented an automated approach in their CI or CD processes – or both. 

• Two-thirds of the respondents (66%) said that they deploy production-level 
code weekly or multiple times per week.  

• One-third (33%) said that the responsibility for control shifts throughout the 
development phase, involving the development, security and operations 
leaders in the organization. Another quarter (25%) said Development 
retained control over application development or shifted responsibility to 
Operations as the application approached production.  

• Only 28% of respondents said that they experienced consistent executive 
sponsorship throughout the project and merely 11% of respondents 
reported that executives were available to address escalation issues 
throughout the DevSecOps project. 

• Fully 61% of respondents said their corporate culture is one of shared goals 
for speed, quality, risk, and uptime, while another 22% of respondents felt 
that their goals were aspirational.  
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• Moreover, most respondents reported that there was no team “bonding” to 
create common goals and objectives – and only 11% stated that DevSecOps 
training was provided.  

 

 
Analysis of the IT Discussion About DevSecOps 
 
In this research report, we include their reflections on the challenges they are 
experiencing with DevSecOps, lessons learned, and a vision for shifting the 
environment into one defined as Progressive Delivery. 
 
 
The Rally Car Analogy 
 
To address this challenge, RFG proposed that DevSecOps teams operate using the 
rally car model. Under this methodology, Development still sits in the driver’s seat. 
But it is the navigators (Security and Operations) who call out the best paths 
forward, showing the developers the road hazards, degrees of approach, and a 
variety of other factors that the driver must accept as directives in order to succeed.  
 
In this analogy, the driver (Dev) relies religiously on the instructions of SecOps 
professionals to complete each stage in the process, because the implicit 
understanding and agreement is that failure to do so will result in elimination or the 
car ending up in a ditch. This is why SecOps sets guardrails around which 
Development must adhere if they expect to have their code put into production.    
 
The Rally Car approach provides another benefit: each of the team members learns 
something about the others’ views and tools. Developers learn about the needs of 
Operations and the requirements of Security while the latter groups gain an 
understanding of Developers and their tools.  
 
It is equally important that all of the groups working together in DevSecOps projects 
be incented to learn something about each other’s roles, requirements and goals, 
and that they have shared use cases. Clearly, there cannot be a goal for 
Development, a goal for Operations, and a goal for Security – instead, there must be 
shared goals.  
 
The teams must optimize for global goals with both a horizontal and a vertical 
component. As a result, there still will be vertical teams along with networking, 
security, quality assurance (QA), and operations, which creates the overall 
horizontal/vertical matrix. These teams then provide cross-pollination of ideas and 
comprehensive adoption of requirements.  
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Security and Culture 
 
One proposed option for unifying the DevSecOps efforts within a customer’s 
company is the use of a Security champion. Security could donate some of their 
security budget for head count to Development so that it can hire a security 
engineer, or dedicated security resource that actually lives on their team.  
 
Furthermore, in a cloud-enabled world, the concept of “perimeter security” is no 
longer adequate. There is no perimeter in a widely distributed computing 
environment spanning enterprise data centers, multiple clouds, and edge devices. 
 
Rather, DevOps teams must approach applications, infrastructure, and platforms as 
being “born secure.” This approach requires “shifting security left.” That is really 
the one intent of DevSecOps. Another intent of DevSecOps is that Operations is 
incented to provide performance, resiliency and stability for the applications they 
deploy. In fact, the concept of a site reliability engineer (SRE) is a great way for 
developers to learn more about what is involved in keeping, resiliency and 
maintainability in the operations space.  
 
The RFG 100 participants pointed out that the SolarWinds breach is interesting 
because it pushes the emphasis onto the supply chain. This widespread breach – 
which affected more than 18,000 organizations worldwide—showed the 
importance of shifting security capabilities and analysis left. But that alone is not 
sufficient: now, supply-chain releases of code and security patches will need to be 
evaluated through a DevSecOps process, rather than undergoing an Operations 
review alone. 
 
From now on, enterprises must verify all external software – whether it is 
proprietary software or open-source code – and even if it is delivered in a binary 
format. Shifting left is critical as enters need to protect runtime environments. 
Anomalous behaviors of newly developed code have to be spotted, and independent 
software vendors (ISVs) need to be asked to address the issues, whether it is in their 
proprietary code or the open-source code they incorporated into their software 
product. It is critical that the ISVs attest, or certify, that their software is secure and 
that it induces minimal risks to the customer. It is possible for enterprises to request 
an attestation with every release that is sent. This helps ensure that the code has 
been tested for security purposes, but it does not offer any guarantees about results, 
which is why IT executives must ensure that the firm is performing their own 
analysis of the code and assessing their risk exposure. 
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DevSecOps teams have another issue to address during the development cycle: the 
changing demographics of the developers themselves. One RFG 100 panelist made 
an analogy, likening it to the generational difference between children and parents – 
or children and grandparents. The task here is to develop a solution that addresses 
the users’ generational differences in usage and their level of resistance to change 
regarding new code-development practices.  
 
The question is this: how do software developers, software creators, or departments 
that are responsible for the tooling provided to company employees envision 
control that will provide the best end-user experience to a variety of end-user 
“personas” or roles? Just as important is the context of working inside regulated 
industries. Each of these industries faces a series of regulatory rules and sets of 
restrictions that may prevent the firm from adopting new software at a certain 
cadence or pace. Enterprises must have the ability to control the rate of change in 
DevSecOps deployments.  
 
 
Consistent Executive Support 
 
One key element of the RFG 100 discussion was the requirement for achieving a 
consistent level of executive support. In addition to sponsorship of a project, 
executives must provide clarity on what is being asked of the joint DevSecOps team.  
 
That is to say, executives – stakeholders from the lines of business (LoBs), 
engineering, operations, and security – must clearly state and document the 
collective goals for the entire DevSecOps team. The executives who are heading up 
application development, operations, and cybersecurity must get together 
periodically to define the goals and use cases that the joint team needs. Importantly, 
unified DevSecOps requires that IT staff training be a “built-in feature” of this 
upfront exercise. This will help the teams bond and buy into the common goals.  
 
Executives must also stay involved throughout the project cycle. There will always 
be issues that will arise that only executives can resolve. The fact that so few 
executives are available for resolution of escalated issues for DevSecOps projects is 
itself another potential gap that has the probability of delivering a flawed 
application into production – and likely delayed, as well. 
 
Progressive Delivery 
 
There is one more area of contention that must be addressed: continuous delivery 
and deployment. There is a need to reframe the entire conversation relative to the 
values of continuous delivery into a common format – supporting a software 
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delivery life cycle that actually works for different user personas and other release 
challenges.  
 
One way to achieve this is for enterprises to shift from a continuous delivery (CD) 
model to a progressive delivery one. A key distinction between continuous delivery 
and progressive delivery is the elimination of risk. Progressive delivery gradually 
expands the “footprint” and/or the reach of the new application and exposes users 
to the new release enhancements so that it limits potential damage from newly 
discovered flaws that must be corrected.  
 
There are two core progressive delivery concepts. The first is feature management, 
creating access controls and targeting rules to control who can see what and when. 
This approach allows IT to ensure that the appropriate level of security, compliance 
and risk elimination is in place. It also enables the line of business to deploy the code 
and to release it, according to a planned schedule, to specific groups of users – or to 
all users, as needed. This release flexibility provides IT with added controls during 
the production cycle. It does this by offering the option to have greater granular 
control, even in post-deployment situations.  To sum up: progressive delivery is a 
continuous, iterative delivery model with a feedback loop that can include both 
customers and users.  
 
The second aspect of progressive delivery is the notion of delegation of control. This 
is the ability to take the new code in conjunction with the existing code base and 
services and be able to delegate the control of that code to selected small audiences 
or target groups. Whether the new code or features are used – or not – they can be 
delegated to and controlled by an authorized individual. That individual is usually a 
business owner who is most closely connected to the business outcome. 
Alternatively, the individual could be a product manager, marketer, customer 
service or customer success representative, or a sales manager, if authorized to do 
so. To sum up: progressive delivery brings change closer to the person who is most 
responsible for the business outcomes.  
 
It also enables the company to do more complete testing through a process of live 
testing and validation of functionality with a selected set of users. In fact, 
enterprises can do this by creating self-selected individuals who would be willing to 
accept the risks of failures in order to identify potential flaws in the deliverables. 
These individuals are the ones who would be most willing to tolerate any new 
feature – and to give the team productive feedback that improves the code. These 
self-selecting individuals could be chosen by linking their volunteerism to their net 
promoter score (NPS) service.  
 
This methodology works when there is a feature-flagging or feature-toggling 
capability embedded in the application code.  In effect, it is just fancy set of “if 
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statements” that are in the new code. This would give the appropriate individual the 
control to be able to make changes on-the-fly, in the event that code flaws are 
discovered by early users in the early stages of a rollout.  
 
Additional Risk Considerations 
 
The most important thing from a product management perspective isn't defining 
what you're going to build. It's defining what you're not going to build.  
 
The DevSecOps team needs to build a risk architecture that aligns with their 
organization’s risk appetite. They must understand the risk exposures associated 
with the new feature/functionality. They must build security and risk mitigation 
into the code from the beginning, and they must be able to address it without 
backing out the code.  
 
Security by design and vulnerability management have to be part of the process. For 
DevSecOps, security has to be embedded throughout the life cycle, from CI to 
continuous post-production. That is why API vulnerability scanning and code testing 
should never be considered complete. There is no end-state to testing, because 
everyone must recognize that vulnerabilities can pop up anywhere, at any time.   
 
The security and operations team members must provide a set of clearly defined use 
cases that identify the potential risks, so that the team can understand the business 
problem, do a gap analysis, and build the solution into the code. Too often 
companies go into new deployments – without fully understanding the impact of 
potential risks. The team needs to ask what are the ways in which things could go 
“sideways” and how can they ensure that the new functionality is not making the 
outcome worse for the end-user “personas” through the introduction of new 
features. Thus, there needs to be a kill switch or an ability to be able to turn off the 
application at a moment's notice and revert back to a known, good configuration 
without setting off a big fire drill.  Otherwise, restoring the software environment is 
likely to be slowed by an inefficient replacement-and-recovery process. 
 
 

SUMMARY 
 
DevOps is dead; long live the new DevSecOps progressive delivery model!! Like any 
postulated theory, the DevOps model needed tweaking – and the inclusion of security 
protection as a core aspect of any new application. Moreover, this new model gives 
the SecOps team members an opportunity to evaluate and develop additional 
wrappers and features to surround any newly developed or newly revised application 
so that it better satisfies their operational needs. 
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RFG POV: The DevOps model has evolved over the last decade and has improved 
significantly during that time. Business and IT executives must provide the leadership 
required throughout the process in support of each of the DevSecOps teams as they 
actively lead their pieces of the overall development effort. By adding a “progressive 
delivery” model to agile development, enterprises will become more flexible and more 
responsive to customer, corporate, and regulatory needs. Business and IT executives 
must re-evaluate their current development process to determine how they can create and 
leverage a DevSecOps model that will enable them to get new applications developed, 
scanned, tested, piloted and rolled out quickly. 

 
Additional relevant research and consulting services are available. Interested readers 
should contact Client Services to arrange further discussion or interview with Mr. Cal 
Braunstein, CEO and Executive Director of Research. Jean S. Bozman, President of Cloud 
Architects Advisors LLC, co-authored this report. 
–-------------------------------------------------------------------------------------- 
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